
 
 

 

Privacy Policy 
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We take privacy seriously. The purpose of this document is to provide you with information on Hex's 
use of your personal data in accordance with applicable law, including, but not limited to, the 
California Consumer Privacy Act (as amended) and, in respect of any EU data subjects, the EU 
General Data Protection Regulation (together, the "Data Protection Legislation"). 

If you access or use the Platform, Hex will ask for, collect, and store Personal Data about you (your 
“Personal Data”). We would not be able to provide the Platform without the Personal Data you 
provide us, which is why we want you to know that we take our responsibility to protect your 
Personal Data very seriously. We also want to make very clear how we use your Personal Data so that 
you can make informed choices about your use of our Platform.  

This document (our “Privacy Policy”) explains how we collect and use your Personal Data, how and 
with whom we share your Personal Data, and how we protect your Personal Data. This Privacy Policy 
applies to our website located at https://www.my-hex.com/ and the Platform and is subject to the Hex 
Terms of Service (“Terms”). All undefined capitalized terms have the same definition used in our 
Terms.  

If you do not want us to collect Personal Data from you or share Personal Data with any third parties 
or otherwise disclose your Personal Data, you should not use or access the Platform.  

1.     Our Roles 

For traveler bookings and commission data we receive from hotels, Hex acts as the hotel’s processor 
and processes such personal data on the hotel’s documented instructions to reconcile commissions and 
remit payments. We do not use traveler data for marketing or any other independent purpose and we 
restrict visibility of travelers details solely to the booking agency for reconciliation. For our Agent 
Directory, platform analytics, fraud prevention/security, support records and our own business 
operations, Hex acts as an independent controller. 

2.     Personal Data We Collect 

In the table below, we provide the list of categories of Personal Data that Hex has collected within the 
last twelve months and some examples for a better understanding. We also have identified the main 
sources and purposes for collection: 
  
Categories of 
Personal Data 

Examples Sources of Personal 
Data 

Purposes for Personal 
Data Collection 

Identifiers Traveler and Travel 
Agent full names. 

Hotel reports; Hotel 
PMS/CRS integrations; 
Travel Agents via online 
forms 

Identify and reconcile 
bookings; commission 
payments; enable 
communication between 
hotels and travel agents 
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Contact 
Information 

Postal address, phone 
number, email address 
(Travel Agents) 

Travel Agents via online 
forms; Hotel reports; 
IATAN/ARC database 

Account management and 
communication between 
hotels and travel agents 

Reservation 
Information 

Reservation number, 
stay dates, hotel name 

Hotel reports, Hotel 
PMS/CRS integrations 

Commission 
reconciliation; booking 
identification 

Internet or 
other electronic 
network 
activity 
information 

IP address and related 
website usage data 
(anonymized) 

Google Analytics Website analytics and 
improvement 

Business 
Information 

Production data, and 
affiliations 

Hotel reports; Hotel 
PMS/CRS integrations; 
Travel Agents via online 
forms; IATAN/ARC 
database 

Validate agent 
performance; facilitate 
targeted business 
opportunities and 
recommendations 

Geolocation 
Data 

Approximate location 
derived from IP address 
(anonymized) 

Google Analytics Determine eligibility to 
access the Platform; 
analytics 

  

3.     Personal Data Shared with Third Parties 

Except as described in this Privacy Policy and unless otherwise expressly authorized by you in 
writing, Hex will never share, sell, or communicate your Personal Data to or with anyone for any 
reason. We only share and disclose your Personal Data with the following third parties. We have 
categorized each party so that you may easily understand the purpose of our data collection. 

Categories of third 
parties with whom 
Personal Data has been 
shared 

Why we share your Personal Data Is Personal Data 
shared for a 

business purpose? 

Purchasers of Our 
Business 

We may share or transfer your Personal Data 
in connection with, or during negotiations of, 
any merger, sale of company assets, financing, 
or acquisition of all or a portion of our 
business to another company. 

Yes 
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Law Enforcement We may share your Personal Data in order to 

comply, as necessary, with applicable laws and 
regulatory requirements, as well as legal 
process, respond to mandatory legal or 
governmental requests or demands for 
information, enforce our agreements, policies, 
procedures and terms of service, and protect 
ourselves, our customers, or the general public 
from illegal activities. 

No 

Analytics Providers (e.g., 
Google Analytics) 

We share anonymized website usage data (IP 
address) with Google Analytics to assess and 
improve site performance. 

Yes 

Hotels (Platform Clients) We share Travel Agent business contact 
information and professional data to facilitate 
direct communication regarding bookings, 
commission reconciliation, and business 
development. 

Yes 

Service Providers (e.g. 
Google LLC, Amazon 

Web Services Inc.) 

We share your personal data to host, store, 
secure, transmit, and support the Platform. 
These providers act only under our 
instructions and must not use the data for their 
own purposes. 

Yes 

  
4.     Cookies and Trackers  

We use Google Analytics to collect aggregated, anonymized information about how users interact 
with the Platform. This data does not identify individual travelers or Travel Agents and is used solely 
to improve our services. 

We also use cookies and other activity tracking tools to help the website work better. These tools 
allow us to: 

●      Perform website analytics; 
●      Improve the advertisements you see; 
●      Prevent fraud and prevent attacks against website; and 
●      Advertise products and services, and additional products and services from our partner 

companies. 

We use cookies and trackers to assign you a unique identifier so we can record: 

●      Websites you visit; 
●      Length of time the advertisement was visible; and 
●      IP Address. 

You can block cookies at any time using your web browser settings, but doing so may limit your 
browsing experience and your ability to use certain features of the website. We do not currently 
respond to “Do Not Track” or DNT browser signals or any other mechanism that automatically 
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communicates your choice not to be tracked online, as there is no uniform standard for compliance. 
However, users can manage cookies via browser settings. 

How Long Do We Keep Your Personal Data? 

We keep your Personal Data only for as long as necessary to achieve the purposes described in this 
Privacy Policy. All Personal Data is retained for the duration of the Agreement, and for a period of 
sixty (60) days following its termination to allow for commission reconciliation and dispute 
resolution, after which we delete or de-identify the information unless we are legally required or have 
a legitimate business need to retain it longer. We conduct periodic reviews to ensure retention aligns 
with purposes, and data may be anonymized earlier upon request where feasible. We may retain 
de-identified/aggregated data beyond these periods. 

5.     California Privacy Rights 

As a California consumer, you have the following choices regarding our use and disclosure of your 
Personal Data subject to certain limitations under the California Consumer Privacy Act (“CCPA”): 
  

●      Right to know. You may request, up to twice in a 12-month period, the following 
information about the Personal Data we have collected, used, disclosed or sold about you 
during the past 12 months: 

o   the categories and specific pieces of Personal Data we have collected about you; 
o   the categories of sources from which we collected the Personal Data; 
o   the business or commercial purpose for which we collected the Personal Data; 
o   the categories of third parties with whom we shared the Personal Data; and 
o   the categories of Personal Data about you that we disclosed for a business purpose 

and sold to third parties, and the categories of third parties to whom the 
information was disclosed or sold. 

●      Right to delete. You may request that we delete the Personal Data we have collected from 
you, subject to certain limitations under the CCPA. 

●      We do not sell Personal Data of travelers. We may, however, license or otherwise provide 
access to a database containing Travel Agent business contact information to hotels for a 
fee. Sharing is limited to verified hotels and prohibited from further resale or misuse, with 
Hex retaining audit rights. You may opt-out of contact information sharing at any time by 
emailing privacy@my-hex.com. We honor verified requests within 15 business days and 
do not discriminate against you for exercising this right. 

●      Non-discrimination. The CCPA provides that you may not be discriminated against for 
exercising these rights. 

  
To submit a request to exercise any of the rights described above, you may email us at 
privacy@my-hex.com or send a letter with your request to 19225 NE 18th Ave, Miami Fl, 33179. We 
may verify your identity before responding to your request. 
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Consumer Request by an Authorized Agent 
  
If any authorized agent submits a consumer request under the CCPA on your behalf, we require the 
authorized agent to submit the following information so that we can confirm their authority to act on 
your behalf: 
  

●      Evidence of authorization to act on behalf of the California consumer: (1) California 
Secretary of State authorization, (2) notarized written permission from the California 
consumer, or (3) power of attorney. 

●      Evidence of identity of the California consumer: (1) first and last name, (2) email address, 
and (3) password. 

  
6.     Your Data Protection Rights Under the General Data Protection Regulations (GDPR) 

If you are a resident of the European Economic Area, your business contact and professional 
information is protected as personal data and you have the following data protection rights: 

●      If you wish to access, correct, update, or request deletion of your Personal Data, you can 
do so at any time by emailing privacy@my-hex.com. If you request deletion of your 
Personal Data, your Personal Data will not be used by us for any further purposes, nor 
sold or shared with third parties, except as necessary to prevent fraud and assist law 
enforcement, as required by law, or in accordance with this Privacy Policy. 

●      In addition, you can object to the processing of your Personal Data, ask us to restrict the 
processing of your Personal Data, or request portability of your Personal Data. Again, you 
can exercise these rights by emailing privacy@my-hex.com. 

●      You have the right to opt-out of marketing communications we send you at any time. You 
can exercise this right by clicking on the "unsubscribe" or "opt-out" link in the marketing 
emails we send you.  

●      You also may request to opt-out of marketing communications that result from the sharing 
of your Personal Data with Travel Agents by Travel Suppliers  by emailing 
privacy@my-hex.com.  

●      Similarly, if we have collected and processed your Personal Data with your consent, then 
you can withdraw your consent at any time. Withdrawing your consent will not affect the 
lawfulness of any processing we conducted prior to your withdrawal, nor will it affect the 
processing of your Personal Data conducted in reliance on lawful processing grounds 
other than consent. 

●      You have the right to complain to a data protection authority about our collection and use 
of your Personal Data. For more information, please contact your local data protection 
authority. To find contact details, click here. 

7.     Legal Basis for Processing Personal Data 

Our legal basis for collecting and using the Personal Data described above will depend on the 
Personal Data concerned and the specific context in which we collect it. 

However, we will normally collect Personal Data from you only (i) where we need the Personal Data 
to carry out our obligations under the Terms; (ii) where the processing is in our legitimate interests 
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and not overridden by your rights; or (iii) where we have your consent to do so. We have a legitimate 
interest in operating our Platform and improving our Platform, or for the purposes of detecting or 
preventing illegal activities. 

If we ask you to provide Personal Data to comply with a legal requirement or to perform a contract 
with you, we will make this clear at the relevant time and advise you whether the provision of your 
Personal Data is mandatory or not (as well as of the possible consequences if you do not provide your 
Personal Data). 

8.     International Data Transfers 

Due to the international nature of our business, your Personal Data may be transferred to jurisdictions 
that do not offer equivalent protection of personal data as under the Data Protection Legislation. In 
such cases, we will process Personal Data or procure that it be processed in accordance with the 
requirements of the Data Protection Legislation, which may include having appropriate contractual 
undertakings in legal agreements with service providers who process Personal Data on our behalf. 

In particular, we store and process your Personal Data on Amazon Web Services (AWS) servers 
located in Virginia, United States (us-east-1), and may transfer it to other regions in accordance with 
this Privacy Policy to support our global operations and to comply with applicable laws. 

9.     Automated Decision-Making 

We will not take decisions producing legal effects concerning you, or otherwise significantly affecting 
you, based solely on automated processing of your personal data, unless we have considered the 
proposed processing in a particular case and concluded in writing that it meets the applicable 
requirements under the applicable laws and regulations, including the Data Protection Legislation.  

10.  How We Protect Your Privacy 

We are committed to protecting the privacy and confidentiality of your Personal Data. We limit access 
to your Personal Data to our authorized employees or agents and we contractually require our 
business partners and service providers to limit their use of your Personal Data. We also maintain 
physical, technical, and administrative safeguards to protect your Personal Data against loss, misuse, 
damage or modification, and unauthorized access or disclosure. In the event of a data breach, we will 
promptly notify affected individuals and relevant authorities in accordance with applicable laws, such 
as CCPA, GDPR, and LFPDPPP. We also monitor Platform activity to detect and prevent 
unauthorized use or sharing of your data. 

11.  Analytics, Rankings and Recommendations 

We may use de-identified/aggregated production signals to generate non-determinative 
recommendations (e.g. highlight agencies that hotels should engage for business opportunities). We do 
not make decisions with legal or similarly significant effects solely by automated means. Where 
required, you may opt-out of profiling used for marketing/visibility, and you can update your visibility 
at any time by contacting privacy@my-hex.com  

12.  Third-Party Links 

The website may contain links to other websites or apps. Your access to and use of such linked sites is 
not governed by this Privacy Policy but, instead, is governed by the privacy policies of those 
third-party websites. We are not responsible for the Personal Data practices of such third-party 
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websites. Please review the privacy policies of such sites before you disclose your Personal Data to 
them. 

13.  Children’s Privacy 

The Platform is not intended for children. We do not knowingly collect, use, sell, or share any 
Personal Data from anyone under the age of 16. If we become aware that a child under the age 16 has 
provided Personal Data to us, we will delete it. We do not market products or services for use by 
children.  

14.     Changes to this Privacy Policy; Other Policies 

We may change this Privacy Policy from time to time to reflect changes in our practices concerning 
the collection, use, and sharing of Personal Data. The revised Privacy Policy will be effective 
immediately upon posting to the website, by notification through the website or through email. If you 
continue to use the website after we make changes then you will be deemed to have agreed to the 
changes, so please check this Privacy Policy periodically for updates. 

15.  Contact Us 

If you have any questions or concerns about this Privacy Policy, please contact: 
privacy@my-hex.com. 
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